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F¥e Deinks Resources
Fie name 2010051 6506031 A1 20070 1 2005500101 4661 1021 5RO ZB15019 Name Offset Size Language Sub-language File type
Fie size 440713 bytes
RY_MENU 0200000130 0200000042 LANG_KOREAN SUBLANG_KOREAN data
Fie type PEIZ executable (QUT) Intel 80386, for MS Windows Impons
cacn FOPEIA RT_D 0x000000ea LANG_KOREAN SUBLANG_KOREAN data
MDS 261834365 S0coES1 F03If 1 2cTCod DB RT_S Library KERNEL32.dlIl: 0x0000004c LANG_KOREAN SUBLANG_KOREAN data
+ 0x40802c - CreateThread
Processes T A{ *0x408030 - Interlockedincrement 0x0(
~ | . 0x408034 - LocalAlloc Strings
i J " O 1ed] :g:meoc Ecasi : :_":;:'I'Fz::;"“'se°"°" IThis preogram cannot be run in DOS mode.
. : *.rdata
DarkSeoulDropper_9263E40D9823AECF9388B64DE34EAES4 PID 4016, Parent PID. 1140 OJ0800 - Granteliocesai:
+ 0x408044 - WriteFile @.data
AgentBase.exe riD 1820, Parent PID: 4016 + 0x408048 - ReadFile T: QRvV
taskkill T e + 0x40804c - SetFilePointer oF PV Dropmd F“es
S eXe PID: 2800, Parant PID: 1820 « 0X408050 - InterlockedDecrement
Registry Keys

820

taskkill.exe riD 3484, Parent PID 1

File has been identified by at least one AntiVirus on VirusTotal as malicious

The binary likel{gections

Files Name Virtual Address Virtual Size Size of Ry
* Cowindows\ing 0x00001000 0x0000696¢ 0x000070!
o C\lsers) test
» IDEACHRORNENN | rdata 0x00008000 0x00003118 0x000040|
= MountPointMang
= STORACESVE LU data 0x0000c000 0x00001cl4 0x000010
* C:AProgrambaty .o 0x00000000 0x00000240 0x000010)
s C:\Prograeaty

» C\Windows) system3Z\Fash*. pbk
= CrhUsersh test) AppData'Roaming Hicrosofti e twor k\ Connec t ions Pk rasphone .. pbk
* Co\Usersy testh AppData' Roaming' HLcrosof e twork\ Connes tions Pk *, pbik

Sof tware\Microsof t\fApc
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Conputeriane)\ActiveConputerName
Software\Policiles\Microsof t\windows NT\Rpc

HREY_LOCAL_MACHINE\Sof tware\Policies\Microsof t\SOMCL Lent \Windows

HKEY CUFFRENT USER\SOFTWARE\Microsof t\Windows\CurrentvVersion\Explorer\Shell Folders
MKEY_LOCAL _MACHINE\Sof tware\Microsof t\Windows\Currentversion\Policies\Explorer\Run
MREY_CLPRENT_USERN\ Sof tware\Microsof t\windows \Currentversion\Policies\Cxplorer \Fun
HKEY _LOCAL _MACHINE\Sof tware\Microsof t\windows \Cur rentversion\fun

cp737.py
install_lib.py
ascii.pyc

MKEY_CURRENT_USER\Sof tware\Microsof t\windows\Currentversion\Run
MEY_CURRENT_USER\Sof tware\Microsoft\Active Setup\Installed Components)
HKEY_LOCAL _MACHINE\Sof tware\Microsoft\Active Setup\installed Components\ (Z0GFE2C2-SI3)-A00%- 7FH3- LAAO7I07E57S)
HKEY_CLASSES ROOT\http\shell\open\command

SOFTWARE\Microsof t\Windows\Currentversion\shellCompatibility\Applications\cybergate_server, exe

software\Microsof t\Windows\CurrentVersion\Explorer\MountPoints 2\ CPC\ Volume

{Bef3ccle-Blad-11e4.844¢ - B0Ce6TEe6963)

{8ef3cc2b-Blad- 11ed. Bade . B0GL 6T 66963 )\

MCEY_LOCAL_MACHINE\ SOF TWAREN, VA talwo rks\DUC

HCEY_LOCAL MACHINE\ SOFTWARE\MLCrosof t\WINdOws \Cur rentversion

Sof tware\Microsof t\Tracing\server _RASAPI32

sSoftware\Microsof t\Windows NT\CurrentVersion\Profiletist

MCEY_LOCAL _MACHINE Sof twara\Microsof t\SGMCLient\Windows \DisabledProcesses\

\RECISTRY\USER

S.1.5.21. 1938957670 3004182451 - 602350021 - 1001\ Sof tware\Microsof t\Windows\CurrentVersion\Explorer\User Shell Folders
Software\Microsof t\windows NT\CurrentVersion\Profilelist\S. 1.5 21+ 19360597670 3004182491 - 602390021 - 1001

HEEY_LOCAL _MACHINE\Sof tware\Microsoft\Internet Explorer
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Dwell Time for Cyber Intrusion Root cause, Investigation
9 9 Symptoms
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Causes
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‘ File % Process % Network % Registryj}

N A N

APAC From ——— Machine —— To

How, what, When

from ZDnet 2018.01.11 By Asha McLean
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(Advanced Security Architecture)

Policy

Adjust Implement

posture  posture
Predict Prevent

Risk-prioritized :
exposure assessment Harden systems
Anfcleds ?&f,gtfs' Isolate systems
Continuous

Baseline systems Visibility and

and security ddbdd
posture Rt rtias Visibility
Users
Remediate Sysiams

System activity

Prevent attacks
Monitor posture
Detect incidents

Design/model Paylaad Confirm and

policy change Network prioritize risk
Investigate incidents/ i
retrospoggﬂve analysis Contain incidents
Respond Detect

Compliance
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H Vectrait Cognito - HIZ7a

I K& Y — Network IDPS(Intrusion Detection Prevention System)

ABILITY TO EXECUTE

As Gartner states in the IDPS Magic Quadrant,
“The evolution of IDS to using advanced
analytics like machine learning is well-suited to
the types of telemetry these technologies
generate, and proves to add a different way of
detecting malicious or unwanted behavior
within an environment.”

FireEye
Alert Logic

NSFOCUS @

Venustech.

E Vectra Networks

Hillstone Networks 9

@Cisco

Trend Micro g @ McAfee

Market Definition/Description

The network IDPS market is composed of stand-alone physical and/or virtual appliances
that inspect network traffic, either on-premises or in virtualized/public cloud environments.
They are often located in the network to inspect traffic that has passed through perimeter
security devices, such as firewalls, secure web gateways and secure email gateways. While
detection only (i.e., intrusion detection system [IDS]) is still often used, a large number of
appliances are still deployed in line to allow for blocking capabilities. They provide detection
via several methods — for example, signatures, protocol anomaly detection, various
methods of analytics, behavioral monitoring and heuristics, advanced threat defense
(ATD) integration, and threat intelligence (TI) to uncover unwanted and/or malicious traffic
and report or take action on it.

Stand-alone IDPSs are most often
deployed for the following reasons:

= When separation of duties means that some networking functions (firewalls) are managed
by a different team managing security (i.e., IDPS)

Behind the firewall as an additional layer of defense to inspect north-south traffic
Behind an application delivery controller (load balancer) to inspect traffic allowed

When best-of-breed detection efficacy is required

As an IDPS on the internal network in line to provide protection/detection for
internal assets

= As an IDS monitoring the internal network for lateral movement of threats and other
compliance mandates

When high IDPS throughput and low-latency performance are required

To provide network security separation (segmentation) on parts of the internal
network where it's easier to deploy IDPS than technology like firewalls

To provide additional visibility and detection capabilities in the public or private
cloud

For network-based intrusion and threat detection using additional methods like
advanced analytics (such as user and entity behavior analytics [UEBA]) to detect

I1. HE 274

COMPLETENESS OF VISION e As of December 2017 © Gartner, Inc threats that have bypassed other controls
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Traditional Programming Machine Learning
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Decision Tree - &% Decision Tree - £ A3}

New Data
digraph Tree {
node [shape=box]
0 [label="%[1] <= 0.5%ngini = 0.473%nsanples = B91#nwvalue = [549, 3421"]

1 [label="%[2] <= 6.5%ngini = 0.3064%nsanples = 57ftnvalue = [468, 1091"] :
0 -=1 [labeldistance=2.5, labelanale=45, headlabel="Trug"] :
2 [label="%[0] <= 2.5%ngini = 0.4444%nsanples = 248nvalue = [8, 16]"] :

]3 ETaEe]="gini = 0.0nhsanples = 10%nvalue = [0, 10171

121 ETage]="X[3] <= 20.8258ngini = 0.48984nsanples = 144nvalue = [8, B]"]

E ETageF"gini = 0.0%n=anples = Sfnvalue = [0, 8]"]

g ETaEe]="X[3] <= 31.3312%ngini = 0.1975%nsanples = Ynvalue = [8, 11'] : (Lt0] = 9.5)217}?

i ETaEe]="gini = 0.0%nsanples = Snvalue = [6, 01']

g ETa;e]="X[2] <= 2.5ngini = 0.375%nsanples = Mnvalue = [3, 1171

g ETaEe]="gini = 0.0nsanples = Snvalue = [3, 0171 ¢

?D_Tlgbélfgini = 0.0%nsanples = I#nvalue = [0, 11"] (sibsp > 2.5)271
8->10; 0.17, 61%

11 [label="%[0] <= 1.5¥ngini = 0.27984%nsanples = B53Mnvalue = [460, 93]"] :
1 ==11:
12 [label="X[3] <= 26.143Mngini = 0.459%nsanples = 1208nvalue = [77, 43]"] :

11 =12

13 [label="gini = 0.0%nsanples = 10#nvalue = [10, 01"] : OUtpUt

12 =13

14 [label="%[2] <= 53.08naini = 0.47624nsannles = 1108nvalue = (67, 4311 : 0,05, 2% 0.29, 2%
12 = 14 :

16 [label="%[3] <= 27.1354fngini = 0.4949%nhsanples = 89nvalue = [49, 4001"] :

14 = 15 ; o cil

16 [label="%[3] < 25.4688Mngini = D.2604fnsanples = 13Whvalue = [2, 111"] ; - O:“; o

WVWECTRA (Goodus
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4 3 2 1
T2 SR 2 & YNEF | X AU InputData @ Input Data
StE & datas L2 FE0H| 2I5H global data2t O & Q1 A
. 2 EMX|S O|SE 178 Z4 E Id Al = 2
Nz (2R2Y)sEE Random Forest OFAd GlObEI = = BX[57| flct 02 24 AIO|E H4 datag AL
: m| & ol GYE EHY WS
-Supervised ML | sio| RAF ET AHZ
’ ’ E}
Vi
@ SX|ALE|
/ N . N
H 24 '6}1& K-means 74 AlOlE C&Cxlz-ll _J—|t, Botnet ocl;l'?'l, O_lkAC-)l—_TI—E %I-AI_I‘/ E-:!E'IQF%J_—‘} 7EI-% grg °c|>.|
X =(2E)stE . A 2ZH MOIE o o|Z0| A|L}Z| Q0 MH F & 89| 9|E M2 32| £ pL|F
-Unsupervised ML ,* clustering o) <:3 HAA| ERfT T =~ H= oTl, T YS STl S
ML, T T BENSAR e o muwsl AlLRIOE PR ket o4 891 917
/ HOI MBS ol A|Lt2| 27t o e
') BT JES | Al 7HE B8
=P
2 117
N ! SHA ok gl =
121" ,’l‘\\ ® 9554 ||:|
Sh&E e N - "
eHos ! AA\li T&, 2F 3 K| ets gue[F1 43t H|o|A2t0]d
5)F w1 el o SMo XSS Y025 AR x Held 212|158 A8
i
| == .=
d ® X 2y
% i w00 igHeTti Packet header2}f payload 1A & E 0 &< Yl ==~ data volume,
7 . ? oo HE AMEXSY, 8H(ES)E 5 LYot 2452 ©X[5t=
HEFSE X7 Ol AA
ﬂ*e'/\lﬁ &K Real-Time Data Stream SEe2d A4
from Network
oby (atd (efy ) (ofz g?@@:-u oo om oy LIO o1
X2E update= =22 2 o(HnilEiE'l o)™ 150 1~2H &g
olM oM oM 0| O|E | OE?Q%I'?% J%é)l'Al W= ‘iﬁofgg —T—Al% pE|
0| mtelg SusiTt T SN R BE R AA|ZH =2 Tof o
¥ Y ordut ol & el AZ X oot
-1 o -1 o -1 o
ofgh (ehd) (efy
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| 229 2d EX| 22 At in Vectra Cognito =& 2Hddl Q& B X| (1)

Host
IP:
Source: Vectra X

S pcap @ Tags

= Actions
Summary

O Internal Host:
“® Observed Behaviors

O+ DataSent: 634 bytes
O¢ Data Received: 384 bytes

Infographic

=

User Agent

[£ Notes

—
| wrTe

Header Content

Attack Phase

WVECTRA

@ suspicious HTTP

g '"active  Threat 32 / Certainty 65
Timeline
Recent Activity
Collapse All
v metrics m

@ Jul 7th 2017 11:06 PM - Jul 7th 2017 11:06 PM
%= Data Sent: 634 bytes Data Received: 384 bytes

Suspicious HTTP Header Constructioﬂx

POST /install.php

User-Agent: NSIS_Inetc (Mozilla)
Host: metrics.glarysoft.com

Observed once
Bad User-Agent

NSIS_Inetc (Mozilla)

@ Suspicious HTTP

I1. HE 274

h
(1) 22 o=z cac & O A 2tZt2|

% Etd ==
L2 HYYolel EHS XEHezE o

(2) HTTP user agent, HTTP header, Beaconin

QK| 47kX| 2240 LIEILE 012

LAE|= BF Threatldt Certainty?} A&

g 9 g=E

Suspicious HTTPS| A O{ &

@ Threat &= C&C MHE H10 HE

H=
o
ke

.IIIII@ II|>

3)
ST H&55t8 = HA Y
(Beaconing) & 2[7} key, 47}X| QA7) et L
EEI_/I\_% I—IA Al-ok XI-I

HTTP agent@t HTTP heade”} key,

AL

@ Certainty g9=—
o] 7Hel cacC B dR7t BE =58 d &
S|
4o
G
HTTP 6|5 T+ X (presence, absence, order)7}
o|MAEE

Comment FieldOf| User agent Browser nameO|
7|UE Qe A=

Observed once

_/C 4/L

Goodus
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| 229 2d EX| 2 At in Vectra Cognito =& 2Hddl Q& B X| (2)

@ Cryptocurrency Mining

Host: 22.220

P 122220 Cryptocurrency Mining

Source: Vectra X

= Actions #Tag  [£Note eeShare

o Inactive Timeline

v 00| d 22 EZE 7 E= BXEEHE =242 0 2
4

Summary H O —l =
o ‘ ' oof o| 2 SEA E
szm= i il el £~ ot ore mmseroetse sy s miscre
s « Ol M Ql ZLE 4444/tcp AHE
0 ' ) o SHEESO| QIEHUl 52 S EOIBH A S
® . Ol X0l URL %
o Coohmah e cojol2RQl AFEE S EOHLYO| HB HRALITH (BRK
e - = MSE 202 728 E2Q)

38K8 Jun 8th 2018
Attack Phase
41K8 Jun 8th 2018

Co

398 Jun 8th 2018

8190189 cp:1080 154 bytes 35Kk8 Jun 8th 2018 11:55

256 bytes 87K8 Jun 8th 2018 11:55

Botnet
‘ 3358 Jn &th 2078 {"id":1,"jsonrpc”:"2.8", "method": "login”, "params”:{"login":"QQx64","pass™:"x", agent™: "XMRig/2.5.2 (Windows NT ~
6.0; Win6d; x64) 1ibuv/1.19.2 gcc/7.3.8"}}
{"id":1,"jsonrpc™:"2.8", "result”:{"id":"1c922965-d4ec-48db-9625-7e8bceb87669", "job™:
{"blob":"@707dda8e3d805e1f4e28b8a3b3945c5552d245b286ceb24bcbe98303b649bd125eae5166c3F7600800D154F75eb699a4e40afo0
727d5cc8275a7f87b30772a5ab683a8cadceabedab437F30F", "job_id": "5868158", "target"” : "cf8bBBEB", "coin™: "XMR", "variant": -
BH2:0]| o8l RO E EFX| B HI 2 EFX| S| «7}AFSHE " B B0 d5cCB2T5a78703077 285068 3a8cadceabedaBATPE 306", *Job Jarg ; :
[XIEQ!'H 0'“ _I OH x°_||E_I anE EE [=] xIEI_I 7|' o'.gl'u-ﬂ x“% I °°“'|"|] 1}, "extensions™:["nicehash™],"status™:"OK"}}
{"jsonrpc”:"2.8","method":"job", "params":
{"blob":"870799a9e3d885e1f4e28b8a3b3945c5552d245b286ceb24bc6e98303b649bd125eae5166c3F7600000015F4a0b486805232d387
2a75664b246e56F83a5c97ec367318b32a2ef8897F53bbB", "job_id": "5869158", "target"”:"cf8bBBEA", "coin™: "XMR", "variant™: -
133
{"jsonrpc™:"2.8","method": "job", "params":
{"blob":"B707d5a%3d885e1f4e28bBa3b3945c5552d245b286ceb24bc6e98303b649bd125eae5166c3f760000001549def6a690533b31cl
deBc778ede3bf52ebleb7c43f81b748896003c89429cfRf", "job_id":"5870150", "target”: "cf8b0BAR", "coin™:"XMR", "variant™: -
133
{"jsonrpc™:"2.8","method": "job", "params":
{"blob":"B870791aae3d885e1f4e28b8a3b3945c5552d245b286ceb24bc6e98303b649bd125eae5166c3f76000800155dFf9fA2a8b22120928
13310200f0a78d11e899659Faleffbecell3ech989edd6@f™, "job_id":"5871150", "target”: "cf8b@AAR", "coin™:"XMR", "variant”: -
11}
{"jsonrpc™:"2.8","method": "job", "params”:
{"blob" :"B787cdaae3d885e1f4e28b8a3b3945c5552d245b286ceb24bc6e98383b649bd125eae5166c3f7600080015dBe541a1889aBa9c5d .,
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| 2Z 2{d BX| 2 At in Vectra Cognito =& 0|2 A
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X (2)
Suspicious Kerberos Client

@ Suspicious Kerberos Client
Lateral Movement

Vs

(M2 2doz

o5 =l H|o|AetRldt H| W SHO
Ol 2| & 9l Kerberos H& QIS EHX|SHC
@Threat M+ 85 =
30-70 50-95
Threat  Certainty

da= H5 32| HX}(Deviation)2f
& YOl A= (Strength), O] M2l &
MH 1P Olg|&Ql 290 & 5 &
MH|A 23| =

@Certainty &=

T HO|AEZtRI 22 E HXLQ
vAL
Brute Force
/ root L )
Account Scan e
O o > 29 = pColA AT SRS I3 B, A 2
alice, bob, cindy, ... o — - E — '
zo| daio| #eE EX
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luser, /bin, ...
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| 22 2 X2 A2 in Vectra Cognito = O X Q1 Q| E EHX| (2)

@ Suspicious Admin

v 22|18 ZZEZ2 RpP(EHO|E ), SSH, Telnet S XY
v’ Vectra Cognito= BA0| H&5H= 22|AH HE MHS2 &

S(719)ote A=

v 21Z AtE|= O AFRAI7F172.19.53.212 &S H%tF_ 7|

w Unusual keyboards for this RDP server Token on IP-172.19.53.21 HE El'olzlol 9}\91._ E” O'I L L_,_ .u.=iA0-|| EO|X| 8‘5

I_
© sep21st2071528 keyboard 2t L= EHEi 2| 200] B9 0|2 HAIS HAT
RDP Client Token: shirecadm OI_| E-Il:ll léﬂlxz-llz—‘l\_ £§13H0| Ol-l_l O|O|O| J-LE:LEH(O_II-AO-|£
[ RDP Clientname: encrypted_RDP_clientName :]_EH)Ol Al-%xl- EE}” Ef_nl\_'g- SH Olg EOI A 0 El-E Z—\I

= Product ID: encrypted_RDP_productlD

= 2T At
E3 Unusual keyboard layout: encrypted RDP keyboard - 0 . 2017.08.25 ~ 2017.09.08 7||7_|' %OI_}' _6__!_%_6'__'_ 9|EE E-” Ol

EE=E Normal keyboard layouts for RDP client token between: Aug 25th 2017 - Sep 8th 2017 22:50 ()|._§>.C a}l- - Unknown — 3758162962
Unknown - 3758162962 e 2017.09.2115:280f ™M=} S [ O|H & Ql 7| EE 20|

Ot 2} : encrypted keyboard - 0

[HIX] =850 oo} Ol E BRBWE HX|E «o|yAaie B2yt

o

2
EO|Y ™= 23 packet payload 7t Q12 &[0 U 7| [ 20
MH & = A7t 2 d 1K OF K| 01£4A'—|E|' Vectra
cognito.': 0|2 A2 Packet2| payload2| E O|=(visible) &

= packet= 2| 22 EN HYAHYE _‘ZFA(7|O*)°|'
I:|'7|' ol & el A= & X|5H0] 2bd 6c'>4 fIE BA
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Detection Life Cycle

Security Researchers Security Researchers + Data Scientists

Collect
advanced

attack samples Abstract the Collect positive Extract Work the Refine into
behavior and and negative features out of theory on detection

Come up with form a theory samples the samples offline data model

advanced
attacks

Improve and redeploy Improve and redeploy

Deploy and Check efficacy;

Put detection improve where

into production

test on live Review results Design Ul Develop Ul
data necessary

Developers
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T

Host Severity Summary
ww HIGH

5 Hosts

1 6 Hosts

4 Low

Key Assets

{OSTHAME
0 leroy_brown
@ vicomp
e cj-desktop

(@) eThomas-win7

(D winfsosrzn7

Worst Offenders

1OSTHAME
@) cinay-mac
e DjComp
(D) teroy_brown

() robert-MBP

0 BThomas-win7

@ Last 7 Days *

[+ BV

Ccurrently analyzing 3271 hasts

Attack Campaigns

badactor.met

Hosts
4 Lt Detection Breakdown

W Threat Detections: 53 (100%)
W Fixed: ©{0%)
Host: -
2 o5t [+ Whitelisted: 0 (0%)

Custom: 0(03)

Detections by Category

Botnet

RECON LATERAL EXFIL C&C
- - L Recon
L L, Lateral

. . Exfil

Detections by Type

Hidden HTTPS Tunnel

Bitcoin Mining

THEER CERTAIT suspicious Admin

99 99

Port Sweep
99 99 External Remote AcCess
" ‘0 Others
99 82
99 6

© 2017 Vectra Networks, Inc.
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VecTrn @ badactor.net ¢
— [OGNITD
E {0 viewEvents  [£ Notes
Campaign Summary =N
{0 Last Activity: 9 hours ago )
Q 70 Duration: 6 days
@) Internal Hosts: 13 0
@ @ Detections: 1 (<)
Reason / )
O badactor.net '-"'__,:‘ @ :
@ Multiple hosts were seen connecting to badactor.net - 1 ] \
around the same time IP-192.168.173.101 triggered \ y
@ External Remote Access detection on the same @ @
domain/IP. & o
—0
= ) .

Co

Detections

HOSTNAME

rohan

JOHNSON!

jacobb

@ ® ®@ @

winfs06r3ul?

LAST SEEN IP

192.168.73.72

192.168.72.201

192.168.174.114

192.168.11.5

ra
La

FIRST SEEN IN CAMPAIGN LAST SEEN IN CAMPAIGN ~

Oct 2nd 2017 07:56 Oct 2nd 2017 07:56

Oct 1st 2017 11:12 Oct 15t 2017 11:12
Oct 1st 2017 08:08 Oct 1st 2017 08:08

Sep 30th 2017 17:01 Sep 30th 2017 21:00
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S AE S AANA0T UUE SAE)| HE0I0 1S SAE = YEYIS SHOK Al AN L
|01J] 014 & P2P S L= AT SAUOZ HI0IEHE AR E |&0= 34 EX

Last Seen |P: tSutiaffuith
Jun 1st 2015, 08:44 Boac) THREAT

W VectraX
Status: Active f :
c2MxY \
» Exidl
\ .AD\ 5

PCAP CI22E 24

0 Tags + Actions «
No tags added yet
1w
5 1541 27 MK 528 13568 29 130 50 121 531 1124
Detections on this Host 1
Tags Category Type Threat Certainty First Seen Last Seen l
| , Peer-To-Peer | @ May 31st 2015 03:04 Jun 1st 2015 05:37
]
[ BB  Internal DarknetScan | @ May 31st 2015 02:03 Jun 1st 2015 06:01
’ External Remote Access ‘ (70) (85) May 29th 2015 21:17 Jun 1st 2015 08:44
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a%rxl AtEl (El0|E| 2E) I e

= AL —_ o *
LW 5= SAENAM GIOIEV AFE M3%= UI0IH 55 EiXl
Last Seen |P: "y
May 27th 2015, 07:50 —_
W VectraX
Status: Active e . \
o
@ Tags + | Actions + |\ PCAPs g
Not dd 1 - 3 o= =
e 4 cacs4% Hojg $3sl0] RS HElel Wel E©X|
1D 1W 2W 1M | | x
117.59 0521 17.07 o522 10.18 0523 1524 05729 1433 06025 13.41 06426 1250 06027 11.50
Detections on this Host 1
Tags Category Type Threat Certainty First Seen Last Seen 1
7 ' N
’ Pulling Instructions May 26th 2015 16:05 May 26th 2015 18:24
@ + BZEM  Fake Browser Activity (20) D) May 16th 201500:56  May 27th 2015 07:50
' EEZW  Data Smuggler (69) @ May 15th 2015 14:39 May 20th 2015 09:44
‘ Fake Browser Activity D) May 13th 2015 21:03 May 14th 2015 08:03
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SO ZAENM =&E HI0IEH2 T =S EXI0IA 1 M HS HIS.
@ Vectrax Z g
Status: O Active c80 CERTAINTY
@ Tags + | Triage ~ | \ PCAP N @
No tags agded yot
Detection Summary
@ Internal Host: Host-1 D Timeline
E @ External Destinations: 1GEEEEEES Sent & Receved
\ 5 &, Data Collected: 2.7 GB
/ T . Data Sent Out: 329.7 MB_/ &4 A1 [{|0|E]
E 2719 i MHON S
= 0500 1958 OE/10 1058 0511 1
S AE= 27G H0|HZ 8510
QIE MHZ 3297MB H5(52)
Recent Activity
Tags Internal Source Internal Port Bytes Received External Destination External Port Bytes Sent Last Seen
: ST HOIETH SUE AT 1P ou— t0p:2022 329.7 MB May 11th 2015, 18:56
[ & 1A tcp:2022 329.8 MB May 11th 2015, 18:53
o230 £7h2] 1POjlM HIOIEE $7
cp:
| & 1 s 2.0GB May 11th 2015, 17.05
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